ELO-HAI NETZOR

Berachos 17a: Mar the son of Ravina on concluding his prayer (Amidah) added the following: My G-d, keep my tongue from evil and my lips from speaking guile. May my soul be silent to them that curse me and may my soul be as the dust to all. Open my heart in Your law, and may my soul pursue Your commandments, and deliver me from evil mishap, from the evil impulse and from an evil woman and from all evils that threaten to come upon the world. As for all that design evil against me, speedily annul their counsel and frustrate their designs! May the words of my mouth and the meditation of my heart be acceptable before You, O L-rd, my Rock and my Redeemer!
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Why was the supplication of Mar the son of Ravina universally adopted to be said after the Amidah (Shmoneh Esreh)?
It is not clear why the words of Mar the son of Ravina was preferred over the others, but a careful reading of the Gemara might offer a clue.
In reference to all the other sages, the Gemara says the supplication was after his prayer, implying that their prayers were separate from the just-concluded Amidah.  However, in describing the supplication of Mar the son of Ravina, the Gemara states that while he was finishing his prayers, implying the supplication was a continuation of the Amidah.
Why is the paragraph written in singular person?

The obvious answer is to separate this paragraph from text of the Shmoneh Esreh. By choosing a prayer that is written in singular person Chaza”l guaranteed that the Shliah Tzibur would not repeat this paragraph during the repetition, since he would only read a prayer that was written in plural person (since saying on behalf of the congregation). The conclusion is that when a person offers a personal supplication, it does not need to be offered in plural but can be said in singular.
The Gemara in Berachos lists nine (9) versions of what different Chachamim said after reciting the Shmoneh Esreh: seven (7) versions which are written in a plural format and only two (2) versions were written in singular. In the end, Chaza”l chose the two versions that are written in singular:  Elo-hai Netzor after the daily Shmoneh Ezreh prayers; and “Elo-hai, ad shelo notzarti (My G-d before I was formed I was unworthy...) after the prayers on Yom haKipur as part of the Vidui.
Chaza”l felt so strongly that the prayer that follows Shmoneh Esreh should be recited in singular (and first person) that they changed the wording of the verse. The opening words are based on the following verse: נצר לשונך מרע ושפתיך מדבר מרמה (תהילים לד, יד) but slightly changed.
עשה למען שמך, עשה למען ימינך, עשה למען קדשתך, עשה למעןתורתך
The Tur (Orach Chaim 122) states that whoever recites these four petitions is worthy of personally welcoming the Divine Presence. These requests sum up the essential purpose of our prayers as not for personal welfare, but to intensify the sanctity and glory of HaShem in this world.

MAR BAR RAVINA (מר בריה דרבינא), a fourth-century Babylonian amora, was famous for his saintly character. In his youth, he was carefully tended by his mother, who provided him with clean garments every day, so that he could study in comfort (Er. 65a). Although well-to-do, he lived austerely, fasting by day except on Shavuos, Purim, and the eve of the Day of Atonement (Pes. 68b). At his wedding, a note of seriousness was struck by Rav Hamnuna Zuta who, when asked to sing for the guests, chanted to them, "Alas for us that we are to die" (Ber. 31a). An even sadder note was injected at his son's wedding when Mar, seeing that the company was in a merry mood, deliberately broke a precious cup to dampen their spirit (Ber. 30b–31a). This is probably the origin of the custom of breaking a cup at a Jewish wedding ceremony. Mar bar Ravina had a reputation as a pious, God-fearing man (Ber. 39b; Shab. 61a), who regarded the profanation of God's name as the most heinous sin (Kid. 40a). He was also credited with miraculous escapes from grave perils (Ber. 54a).
